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California Consumer Privacy Act
Introduced
June 21, 2018

Passed Senate
June 28, 2018

CALIFORNIA

Cal. State Assembly vote
73

Passed Assembly
June 28, 2018

To governor
June 28, 2018

Signed into law
June 28, 2018

Law overview

Points of controversy

•Establishes data privacy rights for California residents,
including the rights to access personal information, know
how personal data is being used, and opt out of the sale of
personal data

• Some analysts feared that the law’s speed of passage
did not provide enough time for re-drafting and
revision, and that some provisions (e.g. the definition
of “personal information”) required clarification.

•Allows consumers to request both the categories and
details of specific personal information being collected, as
well as the purposes for collecting the data and the
categories of third parties with whom the data is shared

• To address some of these concerns, Gov. Brown
signed an amended CCPA on Sept. 23, 2018.

•Defines “personal information” as data that “identifies,
relates to, describes, is capable of being associated with,
or could reasonably be linked, directly or indirectly, with a
particular consumer or household”

• The law’s passage introduced the question of the
federal preemption of state privacy laws; some
members of Congress, such as Sen. Roger Wicker (RMS) have supported preemption while others, such
as Sen. Maria Cantwell (D-WA), have cautioned
against it.
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Next steps
•Law becomes effective Jan. 1, 2019.
•Microsoft has already said it plans to extend the data privacy rights in CCPA nationwide.
•Absent action from Congress, CCPA is likely to act as the default regime with which companies comply in the U.S.
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State Proposals
State legislation enacted or carried over to the next legislative session.
State

Summary

Florida

Specifies that retailers may provide proof of purchase in electronic form to a member of a frequent shopper program,
requires retailers who offer electronic proof of purchase to have reasonable safeguards to protect members' personal
information.

Illinois

Creates the Right to Know Data Transparency and Privacy Act, provides that an operator of a commercial website or online
service that collects personally identifiable information through the Internet about individual customers residing in who use
or visit its commercial website or online service shall notify those customers of certain specified information pertaining to its
personal information sharing practices, requires an operator to make available certain specified information upon
disclosing.

Maine

Prohibits a provider of broadband Internet access service from using, disclosing, selling, or permitting access to customer
personal information unless the customer expressly consents to such, provides other exceptions under which a provider
may use, disclose, sell, or permit access to customer personal information, prohibits a provider from refusing to serve a
customer, charging a customer a penalty, or offering a customer a discount.

Massachusetts

Promotes net neutrality and consumer protection. Provides customers with a mechanism to easily opt-out of third-party
access to customer proprietary information for purposes other than the provision of broadband internet access service from
which that customer proprietary information was derived.

Minnesota

Relates to data privacy; requires controllers to provide, correct, or restrict processing of personal data upon a consumer's
request; requires controllers to provide a privacy notice and document risk assessment; provides for liability and civil
penalties; provides the attorney general with enforcement authority.

New Hampshire

Prohibits businesses from using, disclosing, or retaining biometric information about an individual.

New York

Relates to prohibiting private entities from using biometric data for any advertising, detailing, marketing, promotion, or any
other activity that is intended to be used to influence business volume, sales or market share or to evaluate the
effectiveness of marketing practices or marketing personnel.
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Congressional Legislation
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Current Federal Law
Gramm-Leach-Bliley Act. Signed into law in Nov. 1999, GLBA imposes
data privacy requirements on financial institutions.
Health Insurance Portability and Accountability Act. Signed into law in
August 1996, HIPPA imposed regulations related to medical information.
Fair Credit Reporting Act. Signed into law in October 1970, FCRA
enacted regulations related to the collection and use of information of
consumer’s creditworthiness.

s
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Children’s Online Privacy Protection Act. Signed into law in October
1998, COPPA implemented regulations related to the collection and use
of children’s information online.
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Senate Legislation
S. 142: American Data Dissemination Act

Sen. Marco Rubio (R-FL)
Sponsor

• Requires the FTC to provide Congress with recommendations for privacy legislation for
Internet Service Providers within six months, using the 1974 Privacy Act as a framework
• Authorizes the FTC to create privacy regulations based on the Privacy Act, should Congress
fail to act on the FTC’s recommendations within two years; with exceptions for newer or
smaller companies

S. 583: DATA Privacy Act

Sen. Catherine Cortez
Masto (D-NV)
Sponsor

• Requires businesses to offer opt-out consent in all reasonable cases, as well as opt-in
consent for sensitive data or data for non-business purposes
• Requires businesses that collect data from 3,000+ people and generate over $25 million
annually to appoint a privacy protection officer
• Support National Science Foundation research into privacy-enhancing technology

S. 189: The Social Media Privacy Protection and Consumer Rights Act

Sen. Amy Klobuchar
(D-MN)
Sponsor
© 2019 Brownstein Hyatt Farber Schreck, LLP

• Requires companies to report data breaches to consumers within 72 hours
• Requires companies to inform consumers that personal data will be collected by operators
or third parties and allows access to the data collected
• Allows users to opt out of data collection, but permits companies to deny products or
services if the users’ privacy options are not operable
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House Legislation
H.R. 2013: Information Transparency and Personal Data Control Act

Rep. Susan DelBene
(D-WA-01)
Sponsor

• Requires businesses to obtain opt-in consent before collecting and using sensitive
personal data
• Authorizes the FTC to issue monetary penalties for first offenses
• Requires businesses to undergo biannual third-party privacy audits and report the results
to the FTC

H.R. 4978: The Online Privacy Act

Rep. Anna Eshoo
(D-CA-18)
Sponsor

© 2019 Brownstein Hyatt Farber Schreck, LLP

Rep. Zoe Lofgren
(D-CA-19)
Co-Sponsor

• Creates the Digital Privacy Agency as an independent agency to implement and enforce
privacy regulations
• Establishes rights for users to access, modify delete, and transfer data about them
• Requires companies to disclose if data is collected
• Prohibits disclosing or selling personal information without consent

12
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Key Lawmakers
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Senate Lawmakers

Commerce
•

Leading working group

•

Sens. Roger Wicker (R-MS) and Maria
Cantwell (D-WA) developing
legislation

•

Sens. Jerry Moran (R-KS) and Richard
Blumenthal (D-CT) teaming up on
draft

© 2019 Brownstein Hyatt Farber Schreck, LLP

Judiciary

Banking

• Considering privacy as part of its
investigation into Big Tech

•

Examining privacy from a financial
services perspective

• Sens. Marsha Blackburn (R-TN) and
Dianne Feinstein (D-CA) drafting
legislation

•

Data ownership and value is central
concern

•

Sen. Mike Crapo (R-ID) expected to
release framework
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Senate Lawmakers

Democratic Leadership Privacy Framework
On Nov. 18, the leadership of the Senate Commerce (Sen. Maria Cantwell), Judiciary (Sen. Dianne Feinstein), Banking (Sen. Sherrod
Brown) and Health, Education, Labor and Pensions (Sen. Patty Murray) Committees released a privacy framework.

Data Safeguards
•Minimization
•Abuse Prevention
•Sharing Limits
•Security

© 2019 Brownstein Hyatt Farber Schreck, LLP

Competition
•Market Power
Checks
•Data Portability

Consumer Rights
•Individual Rights
•Civil Rights

Accountability
•Corporate
Accountability
•Federal
Enforcement
•State and Private
Remedies
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House Lawmakers

Commerce

Eshoo and Lofgren

• The Subcommittee on Consumer Protection and
Commerce is the panel with primary jurisdiction.

•

Reps. Zoe Lofgren (D-CA) and Anna Eshoo (D-CA) introduced
the Online Privacy Act (H.R.4978) in Nov.

• It is led by Reps. Jan Schakowsky (D-IL) and Cathy
McMorris Rodgers (R-WA).

•

It would establish the Digital Privacy Agency.

•

It would allow users to access, correct or delete data.

•

It also instills restrictions on the amount of data companies
can collect, process, disclose and maintain. For the data
companies do use, they must receive consent from
consumers.

• How does committee Ranking Member Greg Walden
(R-OR) change the equation?
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What to Expect
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Data Privacy Principles
Enforcement

1. Federal preemption
Should federal or state regulators be
responsible for enforcing privacy laws?
2. Regulatory scope
Should a privacy law apply equally to all
industries, technologies and sizes of
companies?
3. Regulatory flexibility
Should the law draw a clear distinction
between required protections and
treatment of “personal data” vs.
“sensitive personal data?”

© 2019 Brownstein Hyatt Farber Schreck, LLP

Corporate
responsibility
1. Transparency
What responsibilities should companies
have to inform consumers regarding
data collection, use and sharing?
2. Collection limits
Should there be restrictions on the types
of data that companies are allowed to
collect?
3. Data breach notification
Should there be a single federal
standard for notifying consumers in the
event of a data breach?

Consumer rights

1. Right to access, modify, export, and
delete
What types of rights should consumers
have to access, modify, export and
delete their data?
2. Consent
Should consumers have to provide
explicit consent for companies to collect
any personal data? What mechanism of
consent is necessary?
3. Private right of action
Should the law enable consumers to sue
an organization directly for civil
penalties if that entity violates the
privacy law?
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Thank you

Robert J Healey CRCMP CISCRP CSOE
Founder Relentless Privacy and Compliance Ltd
Partner of GDPR365
Experienced Global Data Privacy and Risk expert. 20 years experience in senior management roles across
multiple industries.
Founder of Relentless Privacy and Compliance Services one of the fastest
growing global privacy consultancy companies of 2019.
Currently serving clients in 6 global regions
v

North America

v

South America

v

Europe

v

APAC

v

EMEA

v

Africa

Currently supplying data privacy compliance
for global clients
v
v
v
v
v
v
v
v
v
v
v
v

GDPR Assessments,
GDPR Outsourced DPO
GDPR EU Representative
GDPR DSAR Services
GDPR Document Redaction Service
GDPR Advisory Service
GDPR365 as a managed service
GDPR Training
CCPA Assessment
CCPA TOLL FREE Number as a service
CCPA managed Service
CCPA Training

Certifications:
CSOE (Certified Sarbanes Oxley Expert)
CISRCP (Certified Information Systems Risk and Compliance Professional
CRCMP (Certified Risk and Compliance Management Professional
A member of the International Association of Risk and Compliance Professionals

www.cloudcommunications.com
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GDPR On The Ground

Compliance Technology Solutions

Agenda
Item 1
Item 2
Item 3
Item 4

Compliance Journey Elements
GDPR challenges what we found on the ground
GDPR 365 Framework Achieving certainty for organisations
CCPA Challenges and opportunities

Prepare
www.cloudcommunications.com

Implement

Manage
22

Compliance Journey Elements
There are 9 key elements to attaining GDPR Compliance.
Types of elements:

Governance
Compliance
Organisational
Three
Pillars of
GDPR
www.cloudcommunications.com

●

Website Policies Internal and
external
Subject Access mechanism

Managing Consent

●
●

Opt-In management
Data Subject rights management

3

Data Transfers

●
●
●

Adequacy
Appropriate Safeguards
Third party due diligence

4

Marketing

5

Data security
policies

●
●
●
●

Existing / prospective Customers
Record of Consent management
Data Protection Policy
Data Classification and labeling
Policy
Breach
responsepolicy
measures
Data retention
Data Protection Impact Analysis
Risk management
DPO Duties
Documented understanding of
policies

●

1

Transparency

2

6

Response teams

7

DPO / EU
Representative

8

Monitoring compliance

9

HR practices

●●
●
●
●
●
●
●
●

Data maturity assessment audits
Regular
documented
Recruitment
flows reviews

●
●

Employee Privacy Notice
Employee Training and Policy
management
Onboarding / Offboarding

●
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GDPR challenges

What we observe on the ground

•

Client’s (mis)understanding of the GDPR impacts implementation and
compliance

•

Data protection not ‘embedded’ into the company
•

Rush to compliance leads to missing key requirements or not implementing ongoing processes

•

Adopting a ‘wait and see” approach

•

Delays in implementing the gaps in security controls due to IT
roadmaps

•

Responding to Data Subject Access Requests

•

Evaluating and reporting breaches

•

Embedding DPIA into new service/tech projects

•

Considerations around reducing the workload and automating
processes

www.cloudcommunications.com

24

GDPR 365 Framework
Achieving certainty for organisations

Prepare
MANAGE
Benefits
1.
2.
3.
4.
5.
6.

Clear pathway
Self managed or managed service
Clear inspection for audit purposes
Board level reporting
Task Delegation
Dynamic data maps and policies

Data security &
documentation

Implement

CCPA Challenges and Opportunities
CCPA challenges
What we predict

• Data privacy is going global!
• Staying current on all the regulations - GDPR,
CCPA,APPI, PDPA... What’s next?
• Reducing duplications and workload by automating
processes
• Not embedding data protection into your organisation.

CCPA opportunities
What we predict

• Leverage your GDPR compliance.
•

Similar foundational elements (ie. Article 30) can
be ‘reused’ mapping GDPR against CCPA.
Requirements can deliver CCPA faster and more
effectively.

• Data science data utilization
•

Data segmentation

• Organisations with compliance can gain an
advantage.

www.cloudcommunications.com
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GDPR Implications
Approaching Compliance from Business Perspective
Gail Smith

Gail Smith – Cavell Group
Director SD WAN Practice and Education Services
Cavell provides expertise that turns ideas into actions. Serving
vendors, Service Providers and their shareholders in over 40
countries.
Personal experience outside Cavell
•

Built start up service provider operations in Europe for US
entities.
• GVP, President Europe for Level 3 (Century Link)
• VP and GM international network, MFS International
(Verizon)
• Belgian MD, Clearwire International (consumer wireless)

•

Non executive director of listed companies - focus on Cyber Risk

•

Privacy and cyber risk credentials
Carnegie Mellon University: Certification in Cybersecurity
Oversight (NACD) 2019
Solvay Brussels School :Certification in European Data
Protection, 2018

GDPR: Strategy and Operational Perspectives of Cloud
Comm Providers
Data Strategy is needed
AI, Value Creation
Privacy posture has commercial value
Cybersecurity
PI is often a small subset of the data
Existential risk in today’s world
Cloud Comm Providers have some unique challenges
Scope of European Operation versus effort
Incomplete visibility of information stored
Part of supply chain to larger customers
Effort should follow risk assessment and tolerance

GDPR: Key Tenants and Nuances of which US
Companies Should be Aware
• Europeans care about data protection
• Regulation not directive
• Tremendous political will
• Territorial scope: operation or data subject
• Focus on personally identifiable information
• consumer or business person
• Data subject has a right to privacy
• Enforcement tools are both fines and right to
order processing to stop
• Enforcement posture depends on resources
and philosophy of Supervisory Authority
• There are few filing requirements
• Single point of contact with Europe, if no
operation
• record of processing ‘GDPR Register’ needs to
exist

GDPR: A Top Down Approach to Assessment and
Building Key Competencies

List processing activities
• by Service
• by Business Process

Overview company
security framework,
processes

Fill in processing record
required fields
• Per Article 30
• Additional requirements
imposed by Controller
• Identify all relations
where contracts needed

• In context of current
frameworks
• Understand likely volume

Action Plan
• Contracts
• Processes
• Security Framework

Start With Record of Processing activities - requires answering the fundamental questions
what, why, where, with whom, for how long, level of risk
Focus on business process and service strategy
From the assessment then determine level (if any) of outside expertise needed

GDPR Key Takeaways

• Privacy and Security can be used for business advantage
•
•
•

and value creation
Digital transformation means data management strategy is
a key component of your business
Match approach to volume and risk – always in context of
overall cyber risk posture
Operationally try to standardize processes across regions

www.cloudcommunications.com
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Linda McReynolds, Esq.,
CIPP/US
Of Counsel
Marashlian & Donahue, PLLC

Ms. McReynolds counsels clients on issues arising
under the Telecommunications Act and federal and
state laws addressing privacy and data security. As
a practitioner, she recognizes clients’ needs to
develop good practices and address compliance
with applicable laws while achieving business
success in the fast-paced technology and
telecommunications sectors. As a Certified
Information Privacy Professional, she assists clients
in developing and implementing privacy and data
security policies, information management
programs, and managing risks associated with
handling personal information without sacrificing
business objectives.

www.cloudcommunications.com
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GDPR &
CCPA
A holistic
approach to
compliance with
both consumer
privacy
protection
regimes

As a cloud communications provider, if you have
already prepared for the GDPR, don’t assume you
are ready for CCPA compliance. Take time to
examine some critical differences:
•

Don’t assume that if the GDPR applies, the CCPA
also applies – undertake role-based analysis

•

Review data processing agreements to
determine whether additional provisions are
called for

•

Understand who and what type of information
is protected by each framework

The Role of a Cloud Communications Service
Provider

Both frameworks impose role-based obligations.
Vendors can act as both service providers and businesses (CCPA) and as both data processors and data controllers
(GDPR).

GDPR – Data Controller

CCPA – Business

• A data controller determines the purposes and
means of processing personal data.

• An entity is a “business” when it determines the
purposes and means of processing personal
information and meets other revenue or data
collection thresholds (e.g., $25m annual revenue).

• An entity could be a controller even if it does not
collect personal data directly from data subjects
but instead directs another entity to collect certain
data.
• The GDPR requires that the Data Controller have a
legal basis for processing data.
• The GDPR applies to businesses that process data
of EU data subjects, regardless of where those
businesses are located and without a size or data
collection threshold.

www.cloudcommunications.com

• Unlike the GDPR, the CCPA only applies to forprofit businesses.
• Unlike the GDPR, a business does not need a legal
basis for the collection and use of personal
information.
• CCPA focuses on limitations on selling personal
information.
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The Role of a Cloud Communications Service
Provider
The definitions focus on an entity’s activities.

GDPR – Data Processor
• “‘Processor’ means a natural or
legal person, public authority,
agency or other body which
processes personal data on behalf
of the controller.” GDPR Art. 4(8).
• Under the GDPR, processors have
direct obligations.

www.cloudcommunications.com

CCPA – Service Provider
• “’Service provider’ means a sole proprietorship, partnership, limited
liability company, corporation, association, or other legal entity that is
organized or operated for the profit or financial benefit of its
shareholders or other owners, that processes information on behalf of a
business and to which the business discloses a consumer’s personal
information for a business purpose pursuant to a written contract,
provided that the contract prohibits the entity receiving the information
from retaining, using, or disclosing the personal information for any
purpose other than for the specific purpose of performing the services
specified in the contract for the business, or as otherwise permitted by
this title, including retaining, using, or disclosing the personal information
for a commercial purpose other than providing the services specified in
the contract with the business.” Cal. Civ. Code § 1798.140(v).
• What is a “third party”? The CCPA defines a third party by what it isn’t –
not a business and not a service provider. If a third party handles
personal information for some reason other than to provide a service
subject to a written contract that meets the requirements of the CCPA,
that entity could be a “third party.” Why does this matter? The
exchange of information with this third party could become a “sale” or
the entity could be considered a “business” using the information for its
own purpose.
36

If you have already negotiated a Data Processing Agreement under
the GDPR, will you need to renegotiate the agreement to comply with
the CCPA?
• GDPR
• Under Article 28 of the GDPR, data controllers and
data processors must enter into a written contract
governing the processing of personal data. The
written contract, often in the form of an addendum
to an existing service agreement, must contain
elements listed in Article 28(3), including:
• Identify clearly which party is the controller
and which is the processor
• Set for the subject matter and duration of
processing and the type of personal data
involved
• Delineate the obligations and rights of the
data controller
• Set forth data security requirements
• Include the obligation for processors to pass
obligations on to subprocessors
• Include transfer safeguards if required
www.cloudcommunications.com

• CCPA
• The CCPA requires that personal
information be disclosed to service
providers pursuant to a written
agreement.
• Identify clearly which party is the
“business” and which is the “service
provider”
• Make clear that the service provider will
not “sell” personal information
• Limit use and disclosure of information
to that necessary to provide services
under the service agreement
• Pass on obligations to third parties who
will handle personal information
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Who is protected and what type of information is
protected?

As a cloud communications provider, be prepared to assist your customer in responding to data subject
and consumer exercises of rights concerning their personal data.

GDPR

CCPA

• WHO is protected?
• “Data subjects” -- The GDPR protects EU data
subjects located within the EU, without regard
to residency or citizenship status.

• WHO is protected?
• “Consumers” -- The CCPA protects natural
persons who are California residents.

• What type of information is protected?
• Personal data is information that directly or
indirectly relates to an identified or
identifiable individual.
• The GDPR excludes “anonymous” data.

www.cloudcommunications.com

• What type of information is protected?
• CCPA definition of “personal data” is broader
than the definition under the GDPR and
includes such information as browsing history
and other identifiers, even derived or inferred
data, such as preferences or characteristics
that could be linked to an individual or
household.
• The CCPA excludes “aggregate consumer
information” and “deidentified data.”
• Also excludes information, such as medical
information, that is already protected by
another U.S. law.
38

A holistic approach
to compliance

• Understand each framework, how it
applies, and how you are affected.
• Map your data and get your arms
around where and what type of data is
stored across systems and geographic
areas.
• Ensure that your entire organization
understands compliance obligations,
including how to respond to consumer
and data subject requests.
• Conduct a “gap analysis” or “risk
assessment” to mitigate security risks.
• Update privacy notices and data
processing agreements to include
required disclosures.

Gail Smith
gail.smith@cavellgroup.com

Jonathan S. Marashlian

Linda McReynolds
lgm@commlawgroup.com

jsm@commlawgroup.com

Robert J. Healey
robert.healey@relentlessdataprivacy.com

Greta Joynes
gjoynes@bhfs.com

QUESTIONS
& ANSWERS
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Eligibility for CPE Credit
For IAPP-certified professionals: This webinar is worth one credit hour that may be
applied toward the continuing privacy education (CPE) requirements of your
credential. You may submit for credit by self-reporting via your IAPP certification
account.
To make this process easier, please contact Linda McReynolds, CIPP/US, at
lgm@commlawgroup.com for an Approved Provider Form.

www.cloudcommunications.com
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