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LEGAL NOTICE
This Guide has been prepared for informational purposes only and is not for the purpose of providing
legal advice. Your use of this Manual does not create an attorney-client relationship between Marashlian
& Donahue, PLLC and you. You should not act upon the information set forth herein without seeking
professional counsel. The information in the Guide is not guaranteed or promised to be current.
Federal, State, and International laws and regulations governing communications are subject to change
through legislation, court decisions, and regulatory decisions, policy shifts and rulemakings. Many such
changes are often subject to adequate advance public notice before taking effect allowing time to adjust
to any new requirements. However, recently, some changes are being effected with little or no advance
notice. Before any major initiatives are undertaken the most prudent practice is to check on the current
status of any applicable laws and regulations that may apply. Some of the content on this document may
be considered Attorney Advertising under the applicable rules of certain states. Prior results do not
guarantee a similar outcome.

OVERVIEW
Congress enacted the Communications Assistance for Law Enforcement Act (“CALEA”) in 1994,
requiring telecommunications carriers to assist law enforcement in executing electronic surveillance
pursuant to a court order or other lawful authorization. Carriers are required to design their systems
to allow for surveillance to be performed upon launch. Since 2006, the Federal Communications
Commission (“FCC”) has extended the requirements of CALEA to providers of two-way
interconnected VoIP and broadband Internet access service. Common carriers, resellers, and CMRS
providers are all covered by CALEA.
According to the FCC, the policy purpose of CALEA is to preserve the ability of law enforcement
agencies to conduct electronic surveillance by requiring that telecommunications carriers and
manufacturers of telecommunications equipment design and modify their equipment, facilities, and
services to ensure that they have the necessary surveillance capabilities as communications network
technologies evolve.
To fulfill their requirements, all telecommunications carriers with equipment or services that provide
a subscriber with the ability to originate, terminate or direct communications must be capable of the
following:
-

allowing a lawfully authorized government agency to intercept all wire and electronic
communications carried to or from a subscriber of the carrier;

-

allowing such government agency to access call-identifying information reasonably available
to the carrier (e.g., via “pen trap” devices);

-

providing the information to the government off-premises unobtrusively and with minimum
interference; and

-

intercepting requested information with minimum interference to subscribers’ service while
protecting both the privacy and security of subscribers and information regarding the
government’s interception.

This Guide will provide clients with a full background on their responsibilities as a communications
business to comply with federal law enforcement regulations. We hope you find this summary to be
a valuable reference document on an ongoing basis. If you have any questions on the contents of
this summary or related matters of security and privacy protection, we invite you to contact The
CommLaw Group.
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